HEWLETT-PACKARD COMPANY (if^OO PATENT APPLICATION 

Inteftectua^Property Administration ^ ATTORNEY DOCKET NO. 10092578-1 



P^O: Bo* 272400 
Fort Collins, Colorado 80528-9599 



IN THE U S PATENT AND TRADEMARK OFFICE 
Patent Application Transmittal Letter 



ASSISTANT COMMISSIONER FOR PATENTS £ ^ 

Washington, D.C. 20231 ^ 



SirLt. 



in _ 



Ssmitted herewith for filing under 37 CFR 1 .53(b) is a(n):_(x ) Utility _0 Design * —-^c* 

. c (x) original patent application, 

; in ( ) continuation-in-part application 



^= H 
S= O 

INVENTOR(S): Cherkasova, et al. 

Title:A Method for Allocating Web Sites on a Web Server Cluster Based on Balancing Memory and Load 
Requirements 

Enclosed are: 



(X) The Declaration and Power of Attorney. 00 signed 0_ unsi 9 ned or P artia!| y signed 

rjx J sheets of drawings (one set) ( ) Associate Power of Attorney 

'yf ) Form PTO- 1 449 _0 Information Disclosure Statement and Form PTO-1449 
Jjj ) Priority document(s) ( )(Other) _(fee $ ) 



CLAIMS AS FILED BY OTHER THAN A SMALL ENTITY 


(1) 

FOR 


(2) 

NUMBER FILED 


(3) 

NUMBER EXTRA 


(4) 

RATE 


(5) 
TOTALS 


TOTAL CLAIMS 






X 


$ 


INDEPENDENT 
CLAIMS 






X 


$ 


ANY MULTIPLE 
DEPENDENT CLAIMS 








$ 


BASIC TEE- Design( ); Utility (690 ) 


$ 


TOTAL FILING FEE 


$ 


OTHER FEES 


$ 


TOTAL CHARGES TO DEPOSIT ACCOUNT 


$ 



Charge $ 690.00 to Deposit Account 08-2025. At any time during the pendency of this 

application, please cnarge any fees required or credit any over payment to Deposit Account 08-2025 
pursuant to 37 CFR 1 .25. Additionally please charge any fees to Deposit Account 08-2025 under 37 
CFR 1 . 1 6, 1.17,1.19, 1 .20 and 1 .21 . A duplicate copy of this sheet is enclosed. 



"Express Mail" label no. EJ747351247US 
Date of Deposit February 11, 2000 



I hereby certify that this is being deposited with the 
United States Postal Service "Express Mail Post 
Office to Addressee" service under 37 CFR 1.10 on 
the date indicated above and is addressed to: 
Assistant Commissioner for Patents, Washington, 
D.C. 20231. ^ ^ ?f 

B L 

Calvin B. Ward 



Respectfully submitted, 



By 






Calvin B. Ward 

Attorney/Agent for Applicant(s) 
Reg. No. 30,896 

Date: February 11,2000 

Telephone No.925-855-0413: 



Rev 06/99 (Trans New) 



- Attach as First Page to Transmitted Papers - 
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A Method for Allocating Web Sites on a Web Server Cluster Based on Balancing 

Memory and Load Requirements 

Field of the Invention 

5 The present invention relates to computer servers, and more particularly, to an 

improved method for distributing web sites over a cluster of computer servers. 

Background of the Invention 

10 

The World Wide Web ("Web") has become a very successful means of 
communication between central sites connected to the Internet and individual users on the 
n Internet who wish to communicate with the site. The communications are controlled by two 
^3 programs, a Web Browser that runs on the user's computer and Web server software that runs 
t jii 5 on the site's computer. A Web Browser sends a request to a Web Server using the HTTP 
I U protocol. A request results in a MIME ("Multipurpose Internet Mail Extensions" - see IETF 
^ RFC 1341, 1342, 1521) Stream being sent back to the Web Browser. This protocol for 
Cy communications has become tlie dominant method for transferring data over wide area 
networks. 

M» fc There is seldom an exact match between the computational power needed to service a 

web site and the server at the specific web site. A large site may require many servers to 
Q * adequately provide service to the users of that site. In contrast, a small site will require only a 

fraction of the computing power of a single server. Furthermore, the computational needs of 
25 various sites change over time, often from day to day. This mismatch, together with the 

specialized talents required to maintain the hardware/software of a web site has led to the 

development of shared web hosting sites. 

A shared web hosting service often creates a set of virtual servers on the same server. 

30 Unix web servers (Netscape and Apache) are the most flexible in addressing the web hosting 
problem. In these systems, multiple host (domain) names can be easily assigned to a single 
IP address. This creates the illusion that each host has its own web server, when in reality, 
multiple "logical hosts" share one physical host. If a site is too small to completely occupy 
the resources of a single computer, the site can share a computer with other small sites 

35 thereby achieving economies of scale. 
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If, on the other hand, a site that requires more resources than can be provided by a 
single computer, the site can be duplicated on several computers of a server cluster. In this 
case, the site is treated as a number of separate sites. When a request is directed to the 
domain name associated with the large site, the Domain Name System (DNS) that maps the 
5 domain names to the physical computer selects one of the computers in the server cluster that 
has the site to service the request. Typically, a round-robin algorithm is utilized to spread the 
requests over the various computers so that the load is more or less evenly balanced. 

The quality of the web hosting service can be defined in terms of the latency between 
1 0 the arrival of a request for data on the server and the delivery of that data to the user over the 
web. The longer the latency, the poorer the service. Typically, a user requests one or more 
files from the server. The server typically has a disk on which the files for the web site in 
q question are stored and a random access memory (RAM) that is used as a disk cache to 
fi reduce the latency. If a requested file is not in RAM, the server must fetch the file from disk 
™1 5 into RAM. The latency associated with such cache misses is typically the most significant 
M* factor in the overall quality of service provided by the server. 

y Each web site can be characterized by a working file set. In the simplest case, the 

M working file set is all of the files that belong to that web site. If the web site is assigned to a 
rt20 server with sufficient memory to allow all the site's files to be resident in the cache, then the 
u server will provide the best possible service for that web site. If, however, the available 
memory is too small, then a file will be flushed from the cache before it is re-used by a 
subsequent file request that generated a cache miss. In the worse case, every file request 
generates a cache miss and the user is effectively supplied data directly from the disk. This 
25 subjects the user to the greatest latency and the worst service. 

Each web site also imposes a computational workload on the server on which it 
resides. In the case of simple file transfers, the working load is proportional to the number of 
bytes of data transferred. If the user requests data that requires other programming chores 
30 such as running database queries, the workload will be larger. 



3 



One of the main problems in web server cluster management is achieving both 
efficient RAM usage and workload balancing. The management software that oversees a 
cluster attempts to distribute web sites over servers such that RAM requirements and 
workloads are evenly distributed over the servers. That is, given N servers in a cluster that is 
5 to service S web sites, the goal of the management software is to partition the S web sites into 
N groups such that the total working set requirement and computational workload in each 
group is approximately the same. 

Software load balancing on a server cluster is a job traditionally assigned to a Domain 
10 Name System (DNS) server. As noted above, when a large web site is duplicated on a number 
of servers, Round-Robin DNS distributes accesses among the servers in the cluster. When a 
request is received for such a distributed site, the DNS server returns a list of the IP addresses 
3 of the servers assigned to this site, placing a different address first in the list for each 
;i successive request. Ideally, different clients (end users making HTTP requests) are mapped 
! % 5 to different servers in the cluster. 

^ Ideally, a cluster of N web servers should be N times more powerful than one web 

y server. However, obtaining such a scaleable solution requires overcoming a number of 
Mi problems. As noted above, Web server performance depends heavily on efficient RAM 
|«j20 usage. A web server works faster when it delivers content from the RAM. Moreover, its 
^ throughput is much higher too. A difference in throughput of more than a factor of 1 0 is 

often observed between servers that supply content from RAM verses servers that supply 

content from disk. 

25 As noted above, load balancing for a cluster of web servers pursues the goal of 

equally distributing the load across the servers of the cluster. The simplest solution to the 
load balancing problem is to distribute accesses equally (or based on workload) to all the 
servers. Unfortunately, this solution typically interferes with the other important goal of 
efficient RAM usage. A large site that has been duplicated on several servers has popular 

30 files that tend to occupy RAM space in all the nodes serving the site. This redundant 

replication of "hot" content in the RAMs of all the nodes leaves much less RAM available for 
the rest of the content, leading to a worse overall system performance. With such an 
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approach, a cluster having N times bigger RAM (which is the combined RAM of N servers) 
might effectively have almost the same RAM as one server in the cluster, because of 
replicated content throughout the RAMs in the cluster. 

5 In principle, this situation can be improved by routing requests to servers based on the 

files requested such that each server assigned to a large site provides a predetermined sub-set 
of the site's files. Unfortunately, this approach requires data that is not available to the DNS 
server, namely the files being requested in the message. In addition, such a static partitioning 
of the site's content will inevitably lead to an inefficient, suboptimal and inflexible solution, 
1 0 since the changes in access rates as well as access patterns tend to vary dramatically over 
time, and static partitioning does not account for this. 

In a co-pending application entitled " Method for Allocating Web Sites on a Web 
Hosting Cluster " (U.S. Serial Number 09/318,722) which is hereby incorporated by 

1 5 reference, a strategy for partitioning the sites into the server groups is described which avoids 
unnecessary document replication to improve the overall performance of the system. For 
each web site hosted on a cluster, this solution evaluates the system resource requirements in 
terms of the memory (site's working set) and the load (site's access rate). Based on memory 
and load requirements, the sites are partitioned in N balanced groups and assigned to the N 

20 nodes of the cluster respectively. Since each hosted web site has a unique domain name, the 
desired routing of requests is clone by submitting appropriate configuration files to the DNS 
server. 

The success of this method depends on the accuracy with which the sites' working 
25 sets and access rates are evaluated. This problem becomes particularly difficult in the 

presence of sites with large working set and access rate requirements. A large site needs to be 
replicated on more than one server when a single server does not have enough resources to 
handle all the requests to this site. The optimal partitioning of the sites depends on knowing 
how many servers should be assigned to a particular large site, as well as the workload and 
30 memory requirements associated with the replicated sites. 
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In addition, the above-described method assumes that the working set of a site is equal 
to the sum of the sizes of files belonging to that site. However, in general, some files are 
accessed so infrequently that these files do not benefit from the RAM cache. In general, to 
benefit from caching, a file must be requested a second time within a period of time that is 
5 determined by the average residency time of a file in the cache. The first time the file is 
requested, there will be a cache miss, and hence, the cache does not provide any benefit. If 
the file is requested a second time and the file is still in the cache, the cache provides a 
significant improvement. However, each time a cache miss occurs, a file from disk overrides 
a file in the cache. Sooner or later, any given file in the cache will be overwritten. Hence, if 
10 the second request for a file arrives after the copy of the file in RAM has been overwritten, 
another cache miss occurs, and once again the benefits of caching are lost. Hence, it would 
be advantageous to be able to more accurately measure the working file set of any server in a 

: 3 manner that takes into account the size of the RAM cache and the probability that each file 

^ will benefit from caching. 

fill 5 

u As noted above, the requirements of each of the web sites often change dramatically 

I"" over time. Hence, any partitioning of the web sites into clusters will only be optimal for 
;rj some period of time. In principle, the partitioning system monitors the sites' requirements 
M? periodically and re-partitions the sites into the groups that are assigned to the various servers 
1-20 in the cluster. However, if a new partition does not take into account the existing "old" 
w partition, it could lead to temporary system performance degradation. When a site is 

allocated to a new server, none of the content of that site is available in the RAM of the new 
server, and hence all of the initial file requests will generate cache misses and system 
performance will be lowered. 

25 

Broadly, it is the object of the present invention to provide an improved method for 
partitioning a plurality of web sites into groups that are each served by a server in a cluster. 

It is a further object of the present invention to provide a method that determines the 
30 number of servers to be assigned to a web site that is too large to be assigned to a single 
server. 
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It is a still further object of the present invention to provide a method that more 
accurately estimates the working set and computational workload imposed by each web site. 

It is yet another object of the present invention to provide an improved method for 
5 repartitioning the web sites that minimizes the temporary system degradation described above 
when the new partition is activated. 

These and other objects of the present invention will become apparent to those skilled 
in the art from the following detailed description of the invention and the accompanying 
10 drawings. 

Summary of the Invention 

:;1J The present invention is a method for operating a server cluster that includes N server 

rill 5 nodes that service client requests. Each client request is directed to one of a plurality of sites 
^ hosted on the server cluster. Each site is identified by a domain name, and each server node 

is identified by an address on a network connecting the clients to the server nodes. In the 
y method of the present invention, the computational resources required to service the requests 
to each of the sites over a first time period are measured and used to group the sites into N 
groups. Each group is assigned to a corresponding one of the server nodes. The groups are 
! ^ chosen such that, for each pair of groups, the difference in the sum of the measured 
computational resources is within a first predetermined error value. Configuration 
information defining a correspondence between each of the sites and one or more of the 
server nodes assigned to the groups containing that site is then provided to a router accessible 
25 from the network. The router provides the address of the server node that is to service the 
next client request for each site. The sites return files in response to the requests, and the 
measurement of the computational resources includes recording information identifying each 
returned file, the size of that file, and the number of times that file was returned. Each server 
node includes a cache memory for facilitating the return of the files in response to the client 
30 requests, and the grouping of the sites also depends on the amount of memory in the cache on 
each of the servers. Sites are partitioned into groups, each of which is assigned to a node, 
such that the most popular files of all the sites are distributed equally among all the nodes (in 
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other words for each group, the sum of sizes of the popular files included in that group is 
nearly the same) and additionally, the computational workload imposed on each node is 
nearly the same. Sites that require more computational resource than can be efficiently 
provided by a single server node are replicated on a plurality of server nodes. In the preferred 
5 embodiment of the present invention, the groupings are periodically updated by measuring 
the computational resources required to service the requests to each of the sites over a second 
time period; and grouping the sites into N new groups. The new groups are constructed by 
swapping sites between the previous groups. Each new group is assigned to a corresponding 
one of the server nodes. The groups are constructed such that, for each pair of new groups, 
10 the difference in the sum of the measured computational resources over the second time 
period is within a second predetermined error value. The new grouping that satisfies the 
second error condition and for which the new groups differ from the previous groups by as 
j few site swaps as possible is the preferred new grouping. 

i 111 5 B rief Description of the Drawings 

Figure 1 is a block diagram of a hosting service 1 3 for hosting a plurality of domains 
;»* on the Internet 1 0. 

; ^20 Detailed Description of the Invention 

Refer now to Figure 1, which is a block diagram of a hosting service 13 for hosting a 
plurality of domains on the Internet 10. To simplify the following discussion, the preferred 
embodiments of the present indention will be described in terms of a hosting service having a 

25 plurality of computers 14, referred to as "nodes" or "servers". Each node services one or 
more domain names and has an IP address associated with that node. Each node includes a 
processor 15 having a RAM disk cache 16 for facilitating access to files stored on a disk 14. 
The mapping of IP addresses to domain names is assumed to be handled by DNS 12, which 
provides the user 10 with the IP address of the node in host 13 that is to service that user's 

30 request. If a site is too large to be serviced by a single node, the site is replicated on a 

plurality of nodes, and the DNS server uses an algorithm such as the round-robin algorithm 
discussed above to distribute requests for that site's files across the relevant nodes. 
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In a host management system according to the present invention, at any given time, 
each domain is characterized by a working file set and workload. For each hosted web site s 9 
a "site profile" is built by evaluating the number of bytes of data transferred over some time 
5 period P, denoted by A(s) and referred to as the "access rate for site s". The combined size, in 
bytes, of all files accessed during P, denoted by W(s) and referred to as the "working set for 
site s" is also computed. In addition, the number of times each file was accessed during time 
period P is also accumulated. This frequency data is kept in a table FR(V) whose entries are 
the file name, number of times the file was accessed, and the size of the file. The table entry 
10 for file / will be denoted by the triplet (f, frf f sizej), where , frf and , sizef are the access 
frequency and the size of the file / respectively. 

3 A(s) is the principal factor that characterizes the computational workload on a system 

y due to the traffic to site s. The working set W(s) characterizes the memory requirements of 

tUl5 site s. These parameters provide a high level characterization of the hosted web sites and 

u their system resource requirements. 

Let N be the number of nodes in the web server cluster. It will be assumed that all 
M* nodes are identical in the following discussion. However, it will be obvious to those skilled 
JH20 in the art from the following discussion that the method of the present invention can be 
^ extended to hosts having nodes of different capacities. The goal of the present invention is to 
partition all the hosted web sites into N groups: C l5 . . . ,C N such that the cumulative access rates 
and cumulative working sets of each of these TV groups is approximately the same. 

25 In a host system according to the present invention, a site having W(s) or A(s) that is 

too large to be served by a single node alone is replicated on a number of different nodes. 
The replicated sites are treated as if they belonged to different domains. However, no two 
replicates are ever placed on the same node. If the site is replicated on k servers, the number 
of bytes that must be supplied by each server is reduced by a factor of k, i.e., the site access 

30 rate is reduced by a factor of k. When a site is replicated on k servers, the working set of this 
site on each of these k servers is expected to be less than the working set of the unreplicated 
site W(s) because some files of this site might never be accessed on some of these k servers. 
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In the following discussion, the working set on each of the k servers of a site s replicated on 
these k servers will be denoted by W(y#A). Similarly, the access rate of each of these k logical 
sites will be denoted by A(s#k). Thus, the total working set and access rate of a replicated 
site s on all the k servers is given by kW(s#k) and kA(s#k). It should be noted that 
5 W(s# 1 )=W(s) and A(s# 1 )=A(s). 

To clarify the following discussion, the new working set and new access rate for each 
site s are defined as follows: 
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(W(s) if the site is put on one server 
k * W(s# k) if the site is put onk>\ servers 



Similarly, 

A(s) if the site is put on one server 
A(s# k) if the site is put onk>\ servers 

The total working set and the total access rate of all the sites are computed as follows: 
TotalW= Y, NewW i s ) 



:^15 NewA(s) = < 

[k * A(s# k) if the site is put onk>\ servers 



all sites 

and 

20 TotalA= Y, NewA ($) 

all sites 

Thus, the mean working set and access rate per server are defined by: 

_ TotalW 
Mean W ~ 

N 

and 

. TotalA 

MeanA = 

N 

25 where N is the number of servers in the cluster. 
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Having provided the above definitions, in the preferred embodiment of the present 
invention, a site s is replicated when either 

W(s) > alpha * MeanW 

5 or 

A(s) > beta * MeanA, 



where alpha and beta are two thresholds in the range between 0 and 1 . Typical values of 
alpha and beta to create a good balanced solution are in the range of 0.5 to 0.9. In the 
1 0 preferred embodiment of the present invention, 0.7 is assigned to these variables. Let 

Copies (s) denote the number of times a site is replicated, and recall that s#l is the same as s. 
The following pseudo code finds the correct number of copies for site s. 

; n Set Copies (s) == 1 for all the sites s. 
HI 5 find MeanW and MeanA 
m do 

done = true 
; 2 f° r s = 1 to NumSites 

if (W(s#Copies(s)) > alpha * MeanW or A(s#Copies(s)) > beta * MeanA) and Copies(s)<N { 
:: *20 Copies(s) - Copies(s) + 1; 

done = false; 

Zf. recompute NewW(s), NewA(s), MeanW and MeanA 

™ ) 

' r ~ while done = false 

ii 25 

Q It should be noted that this algorithm will result in a site being replicated across all N nodes 
unless there is a smaller number of copies for which W(s#Copies(s)) < alpha * MeanW wad. 
A(s#Copies(s)) < beta * MeanA. 



30 To further simplify the following the discussion, the above described parameters will 

be normalized as follows: 

If a site s is put on a single server, set 



35 WNHOO 

TotalW 

If a site s is replicated across k servers, set 



m 1,11 mi 



W(s#k) = 



W(s#k)*N* 100 

TotalW 



Similarly, 



A(s) = 



A(s)*N* 100 
TotalA 



and 
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A(s#k) = 



A(s#k)*N *10Q 
TotalA 



With the normalization, both the total access rate and the total working set of all the sites is 
equal to iV* 100. With this normalization, the goal of the host management system is to 
partition the web sites in N balanced groups with cumulative (normalized) working sets and 
.^1 0 access rates of 1 00 units each. Each of these balanced groups is then assigned to a node. 



p The above-described a] gorithm for replicating a web site on multiple servers as well 

as the algorithms discussed below for partitioning the web sites into balanced groups depend 
on knowing W(s#k) and A(s#k). The more accurately these quantities are known, the better 

a.- 1 5 the partitioning of the web sites into groups. In the preferred embodiment of the present 

j«n invention, there are four different methods by which estimates can be obtained for these 
quantities depending on the computational resources that are to be allocated to this 

□ determination. 

20 The simplest, but least accurate, method is to simply set: 



25 where k is the number of servers the site s is replicated across. This method also requires the 
fewest computational resources. In this approximation, each of the k nodes experiences l/k & 
of the total load (traffic) generated by site s. However, the working set (memory 
requirements) of site s for each of k nodes is equal to the original working set with no 
reduction. 



A(s#k) = 



A(s) 



and 



W(s#k) = W(s), 



12 



10 



The second method improves on this estimate by keeping track of the frequency with 
which the individual files associated with site s are actually accessed. This additional 
information allows one to better estimate the possible reduction of the working sets caused by 
replication. Intuitively, if some files of the site s are accessed only a few times during the 
measurement period, then the probability that these files are accessed on all the k servers on 
which the site s was replicated diminishes as k increases. This leads to a smaller estimate for 
the working set on each of the k servers. The additional information is obtained from the file 
access logs described above. That is, for each file / of site s 9 the access frequency /y*(the 
number of times this file was accessed during the observed period P) and the file size sizef 
(in bytes) are known. 



§ Let a site s be replicated across k nodes. Intuitively, if file /is accessed at least once 

1? during the relevant period on a given node, this file "contributes" its size to the site working 
U15 set on this node. In order to estimate W(s#k), the probability p(k,j) that the file /is accessed at 

least once on one of these k servers in the period P must be computed from the file access 
1™ frequency data. Assuming independence of accesses and that all accesses are equally likely 
»f_ to go to any server, this probability is given by 



P(Kf) = l- 



1- 



1 \ fr f 



LJ 20 and 



W(s#k)= £ 

all files f of site s 



fi-i 



* size 4 



25 



In addition, it is assumed that 
in this embodiment of the present invention. 



The remaining methods depend on the size of the RAM utilized for the disk cache and 
on the replacement policy utilized for overwriting files that are currently in the cache when a 
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new file must be brought into the cache in response to a cache miss. Based on the size of the 
cache, these methods make better estimates of the working set or the memory requirements of 
each site. A file that is accessed very infrequently is unlikely to be in the disk cache, and 
hence, should not be included in the working set of a site. The average time between file 
5 accesses for a file / is \Ifr f . Hence if l//r f »T, where T is the average replacement time for a 
file in the cache,/ shouldn't be included in the working set for the site in question. Thus, the 
site files are separated into files that are infrequently accessed and are expected to be accessed 
from disk, and hence, not included in the working set and files that are more frequently 
accessed and are expected to be in the cache. The latter files define a substantially smaller 
10 working set that is a better estimate. These methods also use a better estimate of the load by 
distinguishing bytes coming from disk and bytes coming from memory because bytes coming 
from disk impose a higher computational load. This improved estimate of the load is used in 
\ 3 place of the simple estimate consisting of the access rate. 

rui 5 Let Ram be the size of the memory (RAM) in each node. Since there are N nodes in 

M. the cluster, total cluster memory Ram = ram *N. Let B(s,fr) be the number of bytes of site s 
that are accessed with frequency fir in the period P. In other words, B(s,fr) is the sum of sizes 
y of files that are accessed with frequency/* in period P. 

:1^20 Let 



allfr^fr 



Then, the smallest frequency fr°P* such that 



25 




all sites s 



defines the "most popular Ram-based bytes" from all the sites. 
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The third embodiment of the present invention is based on the assumption that the 
best performance is achieved when the "most popular" bytes reside in memory, and that the 
operating system replacement policy ensures that the most popular bytes are kept in memory 
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at all times. Given these assumptions, it can be easily seen that when the sites are distributed 
on a cluster of identical nodes with total memory Ram, the best performance is achieved 
when the most popular bytes Eire distributed equally on all nodes. 

5 Given the optimum cut-off frequency fr opt the contribution of site s to the most popular 

Ram bytes is C(sJr°Pt), and thus the working set requirement of site s is W(s) = C(s,fr°Pt). 

The remaining bytes for site s are not among the most popular Ram bytes and are 
expected to be fetched from the disk. It should be noted that the computational workload 
1 0 needed to retrieve a file from disk is greater than workload imposed by supplying the file 
from memory. Accordingly, the estimate for A(s) is also updated in these embodiments of 
the present invention. In the following discussion, 



DiskWeight - Workload imposed by disk access 



J5 



Workload imposed by memory access 



7"' In other words, for the accesses coming from the disk, an additional cost of (DiskWeight -1) 
y per byte is incurred. 

~3 Let Y(s) be the total number of bytes of site s transferred during period P. This was 

^20 the approximation used for A(s) in the preceding two embodiments of the present invention. 
Note that 

fir 

It is assumed that C(s,fr°Pt) bj1:es of site s are served from memory (RAM) while the rest of 
25 the bytes of this site come from disk. The number of bytes of site s that come from disk is 
given by 

D(s,fr op ')= 2]fr*B( S ,fr) 

fr<jr opt 

Hence, 

30 A(s) = Y(s) + D(s,fropt) * (DiskWeight-1) 
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Note that A(s) = Y(s) when DiskWeight = 1 . 

The above estimate assumed that the site was not replicated. If a site s is replicated on 
5 k servers, the number of bytes accessed with frequency greater than or equal to fr on each 
server is given by 

C(s#kfr) = C(s,k*fr) 

This last expression is based on the simplifying assumption that the requests to a site are 
distributed exactly equally on all the servers on which that site is replicated. 

10 

and 

B(s#kjr) = C(s#kfr) - C(s#kjr+1) 

I S The above equations are used to calculate fi°P t s Dfsfropt) and the working sets and access 
ir!l 5 rates for all the sites in cases where one or more sites are replicated. 

itj In the fourth embodiment of the present invention, an estimate is made for the mean 

% replacement cycle in the cache. Here again, B(s t fr) is computed for each site s and all 
| |J frequencies fr from the file access logs. A simple analytical model is used to calculate a time 
M20 period T such that the sum of sizes of distinct files accessed from all the sites in time T is 
^ equal to Ram bytes. In other words, this is an approximation for the period for one LRU 

cycle, since a file that is accessed at time t is expected to be evicted at time t + T if it is not 

accessed again. 

25 In order to calculate T 7 , the request arrival distribution is assumed to be Poisson. That 

is, for the B(s,fr) bytes of site s that were accessed with frequency^, the arrival rate is 
Poisson with fr expected arrivals in period P. The probability that a byte, that is accessed^ 
times in period P, is accessed at least once in period T is given by 

fr*T 

30 \-e~ p 

Hence, the following equation must be solved for T/P. 
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fr*T \ 



-Ram 



Note that a byte of site s is expected to be in memory if it is accessed at least once in 
the period T. Hence, the working set of site s is more accurately given by 
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W(s) = ^B(s,fry 

fr 



f 



fr*T \ 



l~e~ p 

v J 



Again, let Y(s) be a total number of bytes of site s transferred during period P. 
Recall that 

7(*) = 5>*i^>) 

fr 

All the bytes of site s that are not in W(s) come from the disk. The number of bytes of the site 
s transferred from disk is given as: 



and 



fr 



A(s) = Y(s) + (DiskWeight-1) * D(s) 



If a site s is replicated across k servers, 



fr 



( fr*t \ 



fr*T 



fr 



Y(s#k) = 



m 

k 



A(s#k) - Y(s#k) + (DiskWeight-1) * D(s#k) 
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Having provided the above-described methods for estimating the working set and 
workload imposed on a node by a site s, the manner in which the sites are initially assigned to 
nodes will now be explained in more detail. As noted above, the goal of the partitioning 
strategy is to distribute the web sites across the N nodes such that each node has the same 
total working set requirements and the same computational workload requirement. Initially, 
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this is performed at system startup so as to provide the best overall balance. Once a good 
working partition has been established, the partition is adjusted at periodic intervals. 

As noted above, system efficiency can suffer when the hosting system changes from 
one partition to another if a large number of web sites are moved to different nodes. When a 
web site is moved from one node to another, none of its working set is expected to be in the 
memory of the node receiving the web site. Hence, that node will suffer a large number of 
cache misses in the beginning. Eventually, the memory on the receiving node will acquire 
the working set of the new web site, and the efficiency of that node will return to normal. To 
minimize this temporary loss of efficiency, the adjustment is performed in a manner such that 
the new partitioning of the web sites is close to the previous partition. 

The manner in which the original partition is constructed will now be explained in 
detail. The partitioning method operates by creating a large number of random partitions in 
which the working sets are balanced. The final partition is selected from these by finding the 
partition in which the access rates are closest to the ideal balance. 

For the purposes of this discussion, the following quantities are defined as provided 

below. 

NumCustomers = number of web sites hosted on the web 
cluster 

NumServers = number of nodes (servers) in the web cluster 
CustomerWSfi] = working set" for the z-th web site. Without 

loss of generality, it is assumed that the array 

Customer WS[i] is ordered. 
Customer Rate [ij - an array which provides the access rates to 

the z-th web site. 

Since the working sets and access rates are normalized, that is, 
Zi{CustomerRate[i]) == NumServers * 100 and 
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S\(customerWS[i]) = NumServers * 100, 



the goal of the partitioning algorithm is to find the partition for which the cumulative working 
sets and access rates in each of those groups Q is close to 100 units each. 

5 

In the pseudo-code discussed below, the following additional parameters are used: 



CustomerLeftList - an ordered list of customers which are not yet assigned to the 
servers. In the beginning, the Customers Left List is the same as the original 
10 ordered list of customers Customer sList; 

Server AssignedCustomersfiJ -the list of customers which are assigned to the z-th 
server; 

i J ServerWSfiJ - the cumulative "working set" of the customers currently assigned 

!«l to the z-th server; 

; *jl5 Server Rate [i]- the cumulative "access rate" of the customers currently assigned to 

the z-th server. 

'S abs_dif(x,y) — the absolute difference between x and y. 



H 8 The assignment of the customers to all the servers except the last one is done according to the 
q20 following pseudo-code applied in a cycle to the first NumServers - 1 servers. All the web 
sites that are left in Customers LeftList are assigned to the last server. 

/* 

* assign customers to the i-th server from the CustomersLef tList 
25 * using random function until the addition of the chosen customer 

* content does not exceed the ideal content limit per server 100. 

7 

customer = random(CustomersLeftList) ; 
if (ServerWS[i] + Customer WS [customer] <= 100) { 
30 append (Server AssignedCustomersfi] , customer) ; 

remove (CustomersLeftList , customer) ; 

ServerWS[i] = ServerWS[i] + CustomerWS[customer] ; 

ServerRate[i] = ServerRate[i]+ CustomerRate[customer] ; 

} 

35 else { 

/* 

* if the addition of the chosen customer content exceeds 

* the ideal content limit per server 100 

* try to find such a last_customer from the CustomersLeftList 
40 * which results in a minimum deviation from the SpaceLeft 
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* on this server. 

7 

SpaceLeft = 100 - ServerWS[i] ; 

find last_customer with minimum 
5 (abs_diff(SpaceLeft_CustomersWS[last_customer])) ; 

append (Server AssignedCustomers[i] , last_customer) ; 
remove (CustomersLeftList , last_customer) ; 
ServerWS[i] = ServerWS[i] + Customers WS[last_customer] ; 
ServerRate[i] = ServerRatep] + CustomersRate[last_customer] ; 

10 } 

if (ServerWs[i] > 100) { 

/* small optimization at the end: returning the customers with smallest 

* working sets back to the CustomersLeftList until the deviation 
15 * between the server working set 5erverWS[i] and the ideal content 

* per server is Even is rninimal. 

7 

if (abs_dif(100 - (ServerWS[i] - CustomerWS[redundant_customer])) < 
abs_dif(100 - (ServerWs[L] )) { 
20 append(CustomerLeftList, redundant_customer) ; 

r-** remove(ServerAssignedCustomers[i] , redundant_customer) ; 

. ServerWsp] = ServerWs[i] + Customer Ws[redundant_customer] ; 
/ % ServerRate[i] = ServerRai:e[i] + CustomersRate[redundant_customer] ; 

« } 

fy25 

^ The above code carries out one iteration of the algorithm, resulting in the assignment 

i:;B of all the web sites to the node servers in balanced groups with respect to the working set 

requirements of the web sites. Typically, this algorithm generates a very good balancing with 

f y respect to the cumulative "working sets" of the web sites assigned to the servers because of 

M30 the manner in which the groups are constructed. 

The second goal is to balance the cumulative access rate per server. This goal is 
achieved by repeating the above procedure to generate additional partitions and then keeping 
the partition that best satisfies this second condition. For this purpose, for each partition P 
35 generated by the above algorithm, the rate deviation of P from the ideal cumulative access 
rate is computed according to: 



NumSeryers 

RateDeviation(P) = ^ abs _ dif (1 00, ServerRate[i\) 



40 A partition, P l9 is defined to be better rate-balanced than partition P 2 if and only if 

RateDeviationfVJ < RateDeviationf?^. 
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The host management algorithm is programmed to generate partitions according to the rules 
shown above. The number of iterations is prescribed by the input parameter Times. On each 
step, the algorithm keeps a generated partition only if it is better rate-balanced then the 
previously best partition found in the previous iterations. It should be noted that other 
5 measures of the rate deviation can be utilized without departing from the teachings of the 
present invention so long as the measure is a monotonic function of the deviation of the 
access rates imposed on the nodes from the ideal balanced case. 

As noted above, the present invention monitors the working sets and access rates of 
10 the various web sites periodically to determine if a re-partitioning of the web sites among the 
N nodes is needed. However, rather than computing a totally new partition using the 
algorithm discussed above, the present invention looks for a new partition by looking for 
J minimal changes in the assignments of the web sites to the various clusters. While the new 
rj partition is not necessarily the best possible partition, if it is close enough, the improvements 
\jX 5 in the startup efficiency override any loss in overall efficiency. 

~~ The preferred algorithm operates by finding partitions that are balanced within some 

;;;fS error estimate, dev, and then picks that partition that is the closest to the existing partition. 
I s * The algorithm uses the normalized working sets and access rates; hence, a partition is 
!lJ20 balanced to within dev if, for each server, the sum of the working sets of all web sites on that 
"'^ server is within 100±^fev and the sum of the access rates of all sites on that server is I00±dev. 

The algorithm makes NumSolutions iterations to find partitions balanced to within dev 
and then picks that partition among those found that has the smallest distance to the existing 
25 partition. The "distance" between two partitions, R and Q measures the number of times a site 
is present on a server in partition R such that the same site is not present on the same server in 
partition Q. 
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In each iteration, to find a partition satisfying dev, the algorithm starts with the 
existing partition and swaps sites (at most NumAtempts times) across servers trying to obtain 
a partition that satisfies dev. If, in less than or equal to NumAttempts swaps, a partition is 
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obtained that satisfies dev, then this iteration is successful. Otherwise, this iteration is a 
failure. 

After NumSolutions iterations, assume that K partitions satisfying dev are found. Note 
that K< NumSolutions. lfK=0 (that is, no partition satisfying dev was found), then dev is 
increased and the whole process is repeated. 

The preferred algorithm has as its inputs, the old partition, R 0 \d and the current 
working set and access rate data. The partition data includes, for each server S, a list sites(S), 
which contains the web sites assigned to this server. Similarly, for each site s 9 the old 
partition includes an array, servers(s), defining the servers on which site s is replicated, and 
count(s) 7 the number of servers on which site s is replicated, i.e. count(s)= Copies(s). 

The currently measured values for the working sets, access rates, etc. are provided in 
an object, Reqs, that contain the following information for each site s: 

count(s) - the number of servers on which site s is replicated; 
W(s#k), where k — count(s); 
A(s#k), where k = count (s). 

The pseudo code given below for the preferred algorithm uses the following 
definitions and notations: 

Let R be a partition, and Reqs be the working set and access rate requirements of the 
new partition. Capital letters X, Y 9 etc, are used to refer to servers and small letters p, q, r, s 
etc. are used to refer to web sites. Note that "site s" is used here for either s or s#k. 

1 . For a partition i?, site p and server X 9 

R. contains (X,p) = true 
if and only if server X is one of the servers allocated to the site p. 

2. Let R. W(X) denote the total memory needed for all the sites assigned to server X } 
and R.A(X) denote the sum of access rates of all the sites assigned to server X. 

RW(X) = ReqsW(s# count(s)) 

all s such (hat R . contains ( X ,s ) 
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R.A{X)= Reqs.A(s#count{s)) 

all s such that R . contains (X,s) 

3. For servers Xand Y, the R.Deviation(X, Y) is defined as follows 

\RW(X)-RW(Y)\ +\R.A{X)-RA(Y)\ 

4. For servers X Yand sites pq } R.swap(p,q,X Y) is the new partition obtained by 
swapping the sites p and q between servers Xand Y. 

R.swap(p ? q, X, Y) is defined only if site p is present on server X and site q is 
present on server Y. One of p or q may be 0. Also note that R.swap (0, q, X, Y) 
denotes the partition obtained by moving q from Y to X and R.swap(p ? 0, X,. Y) 
denotes the partition obtained by moving p from X to Y. 

5 . For servers X Y and sites p, q on servers X and Y respectively, the function Benefit 
is defined as follows: 

R.Benefit(p,q,X> Y) = R.swap(p,q,X, Y).Deviation(X, Y) - R.Deviation(X Y) 
This definition also holds if one of p or q is 0. 

6. For partitions R and Q 

distance (R } Q) = cardinality(M) 
where M = {(p,X)| such that Q.contains(X,p) = true and R.contains(X,p) = false} 
In words, distance (R,Q) measures the number of times a site is present on a server 
in partition R such that the same site is not present on the same server in partition 

a 

7. For a partition R and a real number dev, define satisfies as follows: 

R satisfies dev= true if \RW(X) - 100) < dev and \R.A(X) - lOOj < dev 

8. SET contains the set of all "good" partitions found so far. 

The following pseudo code defines the preferred algorithm for finding a new partition that is 
balanced to within dev and is closest to the old partition. 

dev = 0 
SET = NULL 
while (SET == NULL) 
dev += 5; 

for i =1 to NumSolutions do 

R = P; /* make a copy of P */ 

if (Reqs.count(p) != R.count(p) for some site p) 
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randomly add/ drop servers from R.servers(p) to make 
R.count(p) = Reqs.count(p); 
for j = 1 to NumAttempts do 

5 if i <= NumSolutions/10 

pick X and Y such that R.Deviation(X,Y) is maximum; 
pick two sites p and q (one of them could be 0) such that 

R.benefit (p,q,X/Y) is maximum; 
R = R.swap(p,q,X,Y); 
1 0 else if (i <= 4 * NumSolutions)/10) 

pick X and Y such that R.Deviation (X,Y) is maximum; 
pick two sites (one of them could be 0) such that 

probability of picking p and q is proportional 
to R.benefit (p,q,X,Y) ; 
15 R - R.swap(p,q,X,Y) 

else if (i <== 7 * NumSolutions/10) 

pick two servers such that the probability of picking X and Y 

is proportional to R.Deviation(X,Y); 
pick two sites p and q (one of them could be 0) such that 
20 R.benefit(p / q / X / Y) is maximum; 

,> ^ R = R.swap(p,q,X,Y); 

else 

rand = random number in 0 ..1; 
::L: if (rand > 0.9) 

'.r25 pick X and Y such that R.Deviation(X,Y) is maximum 

. ^ else 

1 ^ pick two servers such that the probability of picking 

; ^ X and Y is proportional to R.Deviation(X / Y); 

if(rand>0.9) 

: -.:J pick two sites p and q (one of them could be 0) 

; y such that R.benefit(p / q / X / Y) is maximum; 

!^ R = R.swap(p / q / X / Y); 

in33 5 else 

Q pick two sites (one of them could be 0) such that 

probability of picking p and q is proportional to 
R^enefit^qXY) 
R - R.swap(p, q, X, Y) 

40 endfor 



if (R satisfies dev) 

SET = SET union {R} 

endfor 
45 end while 

R' = {R | R belongs to SET and distance (R_pld,R) is minimum} 
end Algorithm 



50 The pseudo code shown above utilizes various constants at a number of branch points. 

While the constant values shown represent the preferred values for these constants, it should 
be noted that other values may also be utilized without deviating from the teachings of the 
present invention. 
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In the above code, the "probability of picking sites p and q is proportional to 

R.Benefit(p,q,X,Y)", means that the probability of picking sites p and q is given by 

R.BenefU{p,q y X,Y) 
KP,q) R.TotalBenefit(X,Y) 

5 where 

RTotalBenefit(X \Y)= £ R.Benefit(r,s,X,Y) 

all site pairs r f s 

and where sites r and s are chosen such that R.swap(r,s f X, Y) is a valid operation. 

Similarly, "probability of picking -AT and 7 is proportional to R.Deviation(X, Y/\ 
1 0 means that the probability of pi eking servers X and Y is given by 



P r X J Q_ - R - Z)gvtotfo,l (^ y ) 
RTotalDeviation 

where 

RTotalDeviation = ^ R.Deviation(X \ Y) 

all server pairs X , K 
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Various modifications to the present invention will become apparent to those skilled 
in the art from the foregoing description and accompanying drawings. Accordingly, the 
present invention is to be limited solely by the scope of the following claims. 
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WHAT IS CLAIMED IS: 

1 . A method for operating a server cluster comprising N server nodes to service client 
requests, each client request being directed to one of a plurality of sites hosted on said server 
5 cluster, each site being identified by a domain name and each server node being identified by 
an address on a network connecting said clients to said server nodes, said method comprising 
the steps of; 

measuring the computational resources required to service said requests to each of 
1 0 said sites over a first time period; 

grouping said sites into N groups, each group being assigned to a corresponding one 
• 1 of said server nodes such that for each pair of groups, the difference in the sum of said 
!ri; measured computational resources is within a first predetermined error value; and 

U providing configuration information to a router accessible from said network, said 

information defining a correspondence between each of said sites and one of said server 

5 nodes assigned to one of said groups containing that site, said router providing said address of 
said server node in response to a message specifying said domain name of said site. 

a 2. The method of Claim 1 wherein said router is a Domain Name System (DNS) 

server. 

3. The method of Claim 1 wherein said sites return files in response to said requests, 
25 and wherein said step of measuring said computational resources comprises recording 

information identifying each returned file, the size of that file, and the number of times that 
file was returned. 

4. The method of Claim 3 wherein each of said server nodes comprises a cache 
30 memory for facilitating the return of said files in response to said request and wherein said 

step of grouping said sites also depends on the amount of memory in said cache memory on 
each of said servers. 
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5. The method of Claim 4 wherein said groups are chosen such that said files returned 
during said first time period more than a predetermined number of times can be stored 
simultaneously in said cache memory. 

6. The method of Claim 3 wherein said measurement of said computational resources 
further comprises measuring the number of bytes of data returned in response to said requests 
for each site during said first time period. 

7. The method of Claim 6 further comprising estimating the number of bytes of data 
returned directly from said cache memory in servicing said requests for each site during said 
first time period. 

8. The method of Claim 1 wherein one of said sites belongs to two of said groups. 

9. The method of Claim 1 wherein one of said sites belongs to all of said groups. 

10. The method of Claim 7 wherein said router selects which of said service nodes 
corresponding to said two groups will service a request for that site. 

1 1 . The method of Claim 1 further comprising the steps of: 

measuring the computational resources required to service said requests to each of 
said sites over a second time period; and 

grouping said sites into N new groups, by swapping sites between said previous 
groups, each new group being assigned to a corresponding one of said server nodes such that 
for each pair of new groups, the difference in the sum of said measured computational 
resources over said second time period is within a second predetermined error value. 

12. The method of Claim 1 1 wherein said new groups differ from said previous 
groups by as few site swaps as possible. 
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A Method for Allocating Web Sites on a Web Server Cluster Based on Balancing 

Memory and Load Requirements 



ABSTRACT 



A method for operating a server cluster that includes N server nodes that service client 
requests. Each client request is directed to one of a plurality of sites hosted on the server 
cluster. Each site is identified by a domain name, and each server node is identified by an 
address on a network connecting the clients to the server nodes. The computational resources 
required to service the requests to each of the sites over a first time period are measured and 
used to group the sites into N groups. Each group is assigned to a corresponding one of the 
server nodes. The groups are chosen such that, for each pair of groups, the difference in the 
sum of the measured computational resources is within a first predetermined error value. 
Configuration information defining a correspondence between each of the sites and one or 
more of the server nodes assigned to the groups containing that site is then provided to a 
router accessible from the network. The groupings are periodically updated by measuring the 
computational resources required to service the requests to each of the sites over a second 
time period; and grouping the sites into N new groups. The new groups are constructed by 
swapping sites between the previous groups. The new groups are constructed such that, for 
each pair of new groups, the difference in the sum of the measured computational resources 
over the second time period is within a second predetermined error value. The new grouping 
that satisfies the second error condition and for which the new groups differ from the previous 
groups by as few site swaps as possible is preferred. 
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